access to the European Single Market. Many experts see Convention 108 as a first step for a country to develop fully "adequate" privacy laws.
CCPA may have a much smaller scope, yet it, too, has consequences for data collectors worldwide. Similar to the GDPR, which applies to any entity collecting data from EU residents, the CCPA applies to all (large) companies that cater to California residents. Unless a website, e.g., explicitly blocks visitors from California, the CCPA would thus apply, even if the company does not reside in California. Note, however, that the CCPA only applies to for-profits that either have more than $25 million of annual gross revenues, process more than 50,000 California residents' (or devices !) data, or derive 50% or more of their revenues from selling California residents' information.
THE GOOD, THE BAD, AND THE UNKNOWN
Not long ago, most privacy laws actually had been drafted in the 1970s and 1980s. Consequently, they were woefully ignorant of recent technological developments. This was also the case for the previous (far-reaching) EU privacy law, the "Directive 95/46/EC," which came into effect well before the Web took off. This year's crop of laws instead was drafted when Facebook, Google, and Snapchat were already well established, making them much more "technology aware" than those prior versions.
In the case of the CCPA, the new act creates a range of entirely new privacy rights for consumers, such as the right to know what data a business has collected about them and from where, and if they in turn disclose or sell this data further (and to whom). It also gives consumers the right to request the deletion of their data (with some exceptions), while forcing businesses to give customers "equal service and pricing" even if they exercise these rights. These are substantial changes to the privacy law landscape in the US, even beyond California! The GDPR, in contrast, replaces a previously existing piece of privacy legislation, the "Directive," hence the changes at first might seem not as big. However, the GDPR greatly expands upon the prior Directive in terms of both geographical reach (explicitly applying to any company in the world that collects data on EU residents) and subject rights/controller obligations, such as the (in)famous "Right to be Forgotten" (which forced Google to selectively delete entries from their search index in their European localizations) or its "Data Protection by Design" article (which requires information systems to take privacy into account from the ground up). Since its adoption in May 2016 (which triggered a 2-year grace period to allow everyone to prepare for it before it went into effect in May 2018), the GDPR has received very mixed receptions. Some hail it as the new "gold standard" 1 while others 2 call it "one of the worst pieces of legislation in the 21st century."
In general, the GDPR's scope is much broader than that of the CCPA. For example, under the GDPR, consumers have the rights to have all their personal data deleted, while the CCPA limits this to only the data that the company collected directly from the consumer, not data it received from other sources. However, the CCPA is often much more prescriptive in its rules, such as requiring "a toll-free telephone number and a Web site" for consumers to submit, e.g., disclosure requests. In fact, the more general, omnibus format of the GDPR makes it very difficult to understand what practices are allowed, required, or prohibited.
At the outset, while the CCPA clearly specifies which entities the act applies to, the GDPR in principle applies to any "enterprise" that processes "personal data"-which in principle could be a multimillion-dollar data broker company, a local plumber with a handful of employees, a self-employed wedding photographer, a food blogger, or the local soccer club. It is this "one-size-fits-all" approach that has probably been one of the biggest points of criticism of the GDPR. I recently talked to the Data Protection Officer of a multinational company that builds walkways and elevators. Even though the company could not be farther from a "data broker," it had reportedly spent several million Euros on making the company GDPR-compliant.
IMPLICATIONS
What does this all mean to the likes of you and me? At the outset, strengthening consumer privacy rights is certainly welcome. The CCPA is the strongest privacy law in the US, and its entry into force
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October-December 2018 in 2020 will most likely prompt a significant improvement for consumers all across the US and beyond. Similarly, the GDPR has already demonstrated its global effect, which consultancies all over the world offering courses on how to make one's company GDPR-compliant. Convention 108þ seems weak in comparison, but it, too, may contribute to significantly strengthening privacy around the world in the form of offering a path for countries to eventually be recognized as having "adequate" privacy protection with respect to the GDPR-an important step for a country in order to do frictionless business with the EU's single market.
However, while the Convention and the CCPA will most likely not have any immediate effects on us as researchers, the GDPR may very well have. Its omnibus scope means that it may apply worldwide, as soon as an "enterprise" processes data of EU residents. If it applies, it does so with quite a force. The GDPR lists no fewer than 68 requirements 3 that the data processor must fulfil, ranging from the aforementioned need to construct one's data processing system following a "data protection by design" methodology, the need to perform a "data protection impact assessment," having to appoint a data protection officer, or strict disclosure and documentation duties (e.g., using a privacy compliance management-system). No wonder larger companies are spending millions on making their IT-systems GDPR compliant! Luckily, the Regulation does include a range of exemptions if data is collected and processed for research purposes. For example, while one must usually receive the "unambiguous" consent to a "specific" processing purpose, the GDPR acknowledges that "[i]t is often not possible to fully identify the purpose of personal data processing for scientific research purposes at the time of collection." Its Article 6(4) thus allows for "compatible" processing operations, which includes research. However, while this in principle gives researchers a lot of leeway when it comes to collecting and using personal data, it still requires them to implement "appropriate safeguards" and that they act "in keeping with recognized ethical standards for scientific research." Many other subject rights (e.g., right of access, right to rectification, right to object) may similarly be restricted when necessary for research.
Note that the GDPR does not apply to "anonymous" data. However, it is difficult to determine when data is truly anonymous. In its Recital 26, the GDPR considers data anonymous only when it cannot be identified by any means "reasonably likely to be used . . . either by the controller or by another person." So even if the original research team feels it can no longer reidentify its participants in the data, others might still be able to do so 4 -in which case the GDPR would apply. Yet even then, its impact on research work seems limited. Given that one already has an institutional ethics review process, the GDPR's above-mentioned requirements on keeping ethical standards in research should be fulfilled. However, if you are an educator handling student data, the new territoriality principle in the GDPR might newly affect you if you have, e.g., distance learning offerings. Its biggest impact will be on those that aim to go beyond the research stage with their systems: the GDPR will require you to demonstrate that you took privacy issues into account already at the design stage. While you will be able to find a wealth of literature on various "privacy by design" processes, no accepted "industry standard" exists yet, making it difficult to know how rigorous such a process needs to be in order to fulfil the regulation's requirement. Similarly, rights such as data access and data portability may add significant overhead to the type of functionality needed in your system. Big data will add yet another layer of complexity, as it is still unclear how one can be sure that such data is truly anonymous.
It remains to be seen how these laws and regulations will impact our individual lives. If you work on privacy technology, however, these developments are surely opening a wealth of research opportunities and commercialization prospects. A Golden Age for privacy research then?
IN THIS ISSUE
This issue focuses on "IoT Deployments," and guest editors Florian Michahelles, Fahim Kawsar, Simon Mayer, and Luca Mottola have selected five articles that highlight different challenges and approaches when deploying IoT systems in the real world. You will find all details about their selection in their Guest Editors' Introduction on page XX.
You can also find two regular feature articles in this issue. In "Invisible, Inaudible, and Impalpable: Pinning and Recalling the Location of Digital Content in Thin Air," Ovidiu Schipor and Radu-Daniel Vatavu investigate how well we are able to interact with content that we "pin" to arbitrary locations throughout our environment, without any feedback (e.g., an AR headset). Their article provides guidelines for practitioners that want to explore this interesting user interface design space. In "The Lifetime Reader," George Nagy describes both the hardware and software hurdles that will need to be overcome in order to create a (wearable) device that can capture everything we see or hear. His list of potential research directions could potentially inspire several future Ph.D. theses! Given the many articles, we only have space for one of our regular Departments (sorry!). In the Education & Training department titled "Pervasive Computing Education: Why, What and How?" Audrey Girouard, Andrew Kun, Anne Roudaut, and Orit Shaer investigate the merits of teaching specialized courses in ubiquitous or pervasive computing. They point out that pervasive computing requires a unique multidisciplinary approach, which makes it hard to both find students with diverse background and teach them effectively. They also point out the resulting special needs of such a course: a high emphasis on practice (in both design and technology) and access to specialized equipment.
WATCH THIS SPACE!
This is the last issue in 2018, and we are really happy to see this published. It was an eventful year for us, with many changes, some of which added considerable delay to our publishing schedule. I am very much looking forward to 2019, as we have a great many things planned for both readers and authors (e.g., new website, new templates!), and an exciting lineup for our upcoming special issues as follows:
January-March 2019: IoT Communications, guest edited by Xiaofan Jiang, Mi Zhang, Steve Hodges, Prabal Dutta, and Robin Kravets. At the heart of the IoT lies communication between devices themselves and with the Internet, enabling the collection, exchange, and analysis of data to produce useful knowledge. This special issue aims to explore new technologies, systems, methodologies, and applications that relate to all aspects of IoT communications systems. April-June 2019: Conversational User Interfaces and Interactions, guest edited by James Landay, Junehwa Song, and Nuria Oliver. Speech recognition now "works." There is a proliferation of conversational user interfaces and interactions, from speech-based agents, such as Amazon Echo, Alexa, Cortana, and Google Home, to chat-bots in traditional messaging interfaces. This special issue explores the use of new models, technologies, methodologies, systems, and applications to realize successful conversational user interfaces and interactions. July-September 2019: Pervasive Data Science and AI, guest edited by Nigel Davies, Nic Lane, and Mirco Musolesi. Recent years have seen an explosion in the use of data science and AI as a central tenant in numerous computing applications, products, research, and innovation. In parallel, developments in pervasive computing increasingly enable us to instrument our physical environment with complex sensors and actuators and create an interconnected world that generates huge volumes of data. This special issue focuses on work at the intersection of data science/AI and pervasive computing. October-December 2019: Fabricating Pervasive Computing Systems, guest edited by Oliver Amft, Jennifer Mankoff, Stefanie Mueller, and Mary Baker. Pervasive computing has been driven over the years by technology miniaturization and the emergence of new contextaware assistive systems. Soon, making these devices will require far less engineering effort. This special issue intends to provide a comprehensive overview of novel personal fabrication tools and techniques that directly advance pervasive computing technology.
Thanks in advance to the guest editors who are coordinating the submission and peer-review process for these special issue articles! Remember: If you are interested in submitting your work to IEEE Pervasive Computing, you can always find our latest Call for Papers at our magazine website: http://computer.org/pervasive.
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